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	Any site that asks visitors to provide private information (anything from credit card numbers to e-mail addresses) or that ties into private applications or data must protect itself against interlopers. Failing to provide proper security can cause lingering damage to your operation. When data is stolen or your site is harmed, not only is immediate business lost but the publicity can be worse than the hacking. The public is less likely to trust you in the future.

The first step to protecting a Web operation is realizing that security is a complicated proposition. You can't safeguard a site merely by using SSL (Secure Sockets Layer) to protect data being sent across the network. "That's kind of like saying 'My money is safe because it travels to the bank in a Brinks truck,'" says Richard Telljohann, a product line manager at Internet Security Systems, an Atlanta Web security company. "If the bank doesn't have proper locks and vaults, it doesn't make a difference that the money was secure in transit. You have to make sure the Web site itself is secure."

At the very least, this means you should install a separate firewall to protect each data-storing component of your site. The firewalls should be located in front of both the Web servers and database servers. You'll want to make sure your site doesn't suffer from the most common and obvious security mistakes. Many people, for example, fail to realize that Web servers, databases, and operating systems include predefined user accounts with predefined passwords. The accounts are meant to let administrators access and modify these pieces of software, but the default settings are well known. Unless you close these accounts or change the passwords at installation, your data will be vulnerable to anyone familiar with SQL setup and administration.

Consider, for example, the default authentication mode of versions of Microsoft SQL Server prior to SQL Server 2000, a mode known as Mixed Mode Authentication. A system administrator (sa) with a blank password is set as the default. Microsoft has eliminated the problem in SQL Server 2000, which allows administrators to select from two levels of authentication during setup. The more secure Windows Authentication Mode is the default setting.

Similarly, many companies forget to disable directory viewing during server configuration. Neglecting to take this simple step allows outsiders to view a site's full directory, instead of just the public pages, giving them access to every nook and cranny of your site. For example, deleting the public /articles folder from the URL www.pcexample.com/files/articles would leave the /files folder, which might contain sensitive or private information open to prying eyes. Apache 2.0 and Microsoft IIS 5.0, the current versions of these server products, turn off directory viewing by default, but older versions do not; sites running older versions should be examined carefully.

To be certain to catch further holes, you will want to use a security-scanning product, such as those offered by ISS, Sanctum, and Symantec Corp., to canvass the entire site–including the firewalls. The scans are compared against a database of known bugs, holes, and vulnerabilities, and in some cases the products will suggest fixes. The best testimonial for a secure site is silence. Sites that have safety sewed up don't suffer user complaints, and surfers focus more on other measurements of the site's success: design, performance, and usability.


